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Lab 1 - Change the Config Regsiter 
Lab 1: Changing the config-register 
Purpose 

Knowing how to change a router's configuration register is a vital skill for any Cisco engineer. 
If you want to perform a password recovery or reset the router to factory defaults, then 
you will need to know how to change the config-register (from memory). Leave your router 
at 0x2142 so you have to practice a config from start to finish every time. 

WARNING - DO NOT USE THIS LAB ON OUR LIVE RACKS 

This lab was performed on a Cisco 2500. If you are using a different model, you may need to 
follow slightly different steps. Search Google for "Cisco changing config register" to 
check for your model. 

" /S Z" indicates that you should hold down the Ctrl and Z keys at the same time. 

Lab objectives 

1. Connect to the console port. 

2. Enter privileged mode (enable mode). 

3. Enter global configuration mode. 

4. Change the config-register setting. 

5. Exit to privileged mode. 

6. Check the config-register setting with the "show version" command. 

7. Reload the router. 

Lab walk-through 

1. From user exec mode go into privileged exec mode: 

Router>enable 

Router# 

2. Check the config-register settings (your output will be slightly different from the one 
below due to there being different models of router and IOS). You will need to press 
the spacebar once to get to the bottom of the "show version" output: 

Router#show version 

Cisco Internetwork Operating System Software 

IOS (tm) 2500 Software (C2500-JS-L), Version 12.1(17), RELEASE 


SOFTWARE (fcl) 

Copyright (c) 1986-2002 by cisco Systems, Inc. 

Compiled Wed 04-Sep-02 03:08 by kellythw 

Image text-base: 0x03073F40, data-base: 0x00001000 

ROM: System Bootstrap, Version 11.0(10c)XB2, PLATFORM SPECIFIC RELEASE 
SOFTWARE (fcl) 

BOOTLDR: 3000 Bootstrap Software (IGS-BOOT-R), Version 11.0(10c)XB2, 
PLATFORM SPECIFIC RELEASE SOFTWARE (fcl) 

Router uptime is 12 minutes 

System returned to ROM by reload 

System image file is "flash:c2500-js-l.121-17.bin" 

cisco 2500 (68030) processor (revision L) with 14336K/2048K bytes of 
memory. 

Processor board ID 01760497, with hardware revision 00000000 
Bridging software. 

X.25 software, Version 3.0.0. 

SuperLAT software (copyright 1990 by Meridian Technology Corp). 

TN3270 Emulation software. 

2 Ethernet/IEEE 802.3 interface(s) 

2 Serial network interface(s) 

32K bytes of non-volatile configuration memory. 

16384K bytes of processor board System flash (Read ONLY) 

Configuration register is 0x2102 

3. Enter config mode: 

Router#configure terminal « Or "config t" for short 
Route r(config)# 


4. Change the config-register setting: 



Router(config)#config-register 0x2142 « Tells router to ignore 
the startup config 
Route r(config)#exit 

5. Check the config-register setting: 

Router#show version 

Cisco Internetwork Operating System Software 

IOS (tm) 2500 Software (C2500-JS-L), Version 12.1(17), RELEASE 

SOFTWARE (fcl) 

Copyright (c) 1986-2002 by cisco Systems, Inc. 

Compiled Wed 04-Sep-02 03:08 by kellythw 

Image text-base: 0x03073F40, data-base: 0x00001000 

ROM: System Bootstrap, Version 11.0(10c)XB2, PLATFORM SPECIFIC RELEASE 
SOFTWARE (fcl) 

BOOTLDR: 3000 Bootstrap Software (IGS-BOOT-R), Version 11.0(10c)XB2, 
PLATFORM SPECIFIC RELEASE SOFTWARE (fcl) 

RouterA uptime is 12 minutes 

System returned to ROM by reload 

System image file is "flash:c2500-js-l. 121-17.bin" 

cisco 2500 (68030) processor (revision L) with 14336K/2048K bytes of 
me mory. 

Processor board ID 01760497, with hardware revision 00000000 
Bridging software. 

X.25 software, Version 3.0.0. 

SuperLAT software (copyright 1990 by Meridian Technology Corp). 

TN3270 Emulation software. 

2 Ethernet/IEEE 802.3 interface(s) 

2 Serial network interface(s) 

32K bytes of non-volatile configuration memory. 

16384K bytes of processor board System flash (Read ONLY) 



Configuration register is 0x2102 (will be 0x2142 at next reload) 


6. Reload the router: 

Router# 

Router# re load 

System configuration has been modified. Save? [yes/no]: n « Put "no" 
or "n" here 

Proceed with reload? [confirm] « Press Enter here 
00:14:47: %SYS-5-RELOAD: Reload requested 

System Bootstrap, Version 11.0(10c)XB2, PLATFORM SPECIFIC RELEASE 
SOFTWARE (fcl) 

The reload may take a few minutes so be patient. Press Enter every few seconds to see 
if you have a prompt. 

7. You will be asked if you want to enter config dialog. Enter "n" for "no". 

— System Configuration Dialog — 

Would you like to enter the initial configuration dialog? [yes/no]: n 

*Note: A CCNA will never use initial configuration mode. It is far too time consuming 
and is unlikely to produce the configuration you need. 

8. The router has no config; hence the "Router>" prompt. Check the config-register setting 
now (you will need to use the spacebar again): 

Router>enable 
Router#show version 

Cisco Internetwork Operating System Software 

IOS (tm) 2500 Software (C2500-JS-L), Version 12.1(17), RELEASE 

SOFTWARE (fcl) 

Copyright (c) 1986-2002 by cisco Systems, Inc. 

Compiled Wed 04-Sep-02 03:08 by kellythw 



Image text-base: 0x03073F40, data-base: 0x00001000 


ROM: System Bootstrap, Version 11.0(10c)XB2, PLATFORM SPECIFIC RELEASE 
SOFTWARE (fcl) 

BOOTLDR: 3000 Bootstrap Software (IGS-BOOT-R), Version 11.0(10c)XB2, 
PLATFORM SPECIFIC RELEASE SOFTWARE (fcl) 

Router uptime is 3 minutes 

System returned to ROM by reload 

System image file is "flash:c2500-js-l.121-17.bin" 

cisco 2500 (68030) processor (revision L) with 14336K/2048K bytes of 
memory. 

Processor board ID 01760497, with hardware revision 00000000 
Bridging software. 

X.25 software, Version 3.0.0. 

SuperLAT software (copyright 1990 by Meridian Technology Corp). 

TN3270 Emulation software. 

2 Ethernet/IEEE 802.3 interface(s) 

2 Serial network interface(s) 

32K bytes of non-volatile configuration memory. 

16384K bytes of processor board System flash (Read ONLY) 

Configuration register is 0x2142 

If you reload the router now it will continue to skip the start up config file until you 
reset the config-register back to 0x2102. 
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